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APWG (Anti-Phishing Working Group) O#k&s&D

PHISHING ACTIVITY TRENDS REPORT

APWG

7y Unifying the
.. .-Global Response

To Cybercrime

-December 2021
February 2022
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Phishing Hits All-Time High in
December 2021; Attacks
Triple Since Early 2020

Phishing Attacks, 2021
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MOST-TARGETS INDUSTRIES, 4Q2021

SAAS / eCommerce
Webmail, / Retail,
19.5% 17.3%
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23.2% Social
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Shipping, Cryptocurrency,

4.1%

6.5%

f

o

ALLIANCE


https://apwg.org/

A fundamental shift is required — [FHF 1 245 E%

From legacy, knowledge-based credentialing

’ Stored on a server
SMS OTP
/ KBA
Passwords

A SUSCEPTIBLE TO COMMON THREATS
© 0 @0
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PHISHING RESISTANT
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To modern, possession-based credentialing

On-device
Local Biometric / PIN

DocAuth
“Passkeys”
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Industry imperative: Simpler and stronger (3>7 ) t2%()
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FIDO Authentication: How it works
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Require user gesture before
private key can be used
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Authenticator
Private key dedicated
to one app
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Challenge

FIDO
Authentication

(Signed) Response

Public key
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Your Security, More Simple. March 24, 2020

A d ACCOUNT Passwordless Authn
for Non-Subscribers
Aiming to launch in October or later

AFIDO UAF 1.0 based Biometrics A 2nd Device Authn
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BEY OB LRILA - 6 “ - LRILA - 6 “ S

DS AR LAILA. B SREES A AT LAJLA. B SBEES B N/A
EHEYOIEREBOD
ol 15 10 15 10 N/A
IAPAR (Si52AXR) 15% LALA = 20% 7% LALA: 7% 10%

LAILB 1 30% LARILB @ 20%

7 AN B ORI & SE IR ]

FAR AT33> 1 0.004%. 0.002% AT23> 1 0.004%.

(0}
0.002%. 0.001% 0.002%. 0.001% 0.002% N/A

e FRR AT23> 1 5% 10% ATZ3> 1 5% 10% N/A
29 © FIDO Alliance 2023 @_____ B . Q o e fu_u_mng




FIDO/\A A X MJAGBaasa7E 3. 0L ElfFIRAE MR L DB R

FIDOVSA7>A
JAAXN) AEB BB TE

BEMEOHER @

RASERERA

RIS \ (UTV> B

Google Android
Compatibility Definition Document

o JMAAXNITRADIEEEZRAF
o EREREIZAVEOYIEROTFIUTHRIE

ISO/IEC JTC1/SC37 J\AAXNIIR

o JAAXNITZDOMERESHil #r S
(ISO/IEC 197953U—X)

- PAD (BiSHE) ittt RS
(ISO/IEC 301073—X)

o JAAXNITAORFEES
(ISO/IEC 2382-37:2022)

30

© FIDO Alliance 2023




31

S AFSEEE DI\ 7 AHIADHRDFH Ay

- BERBAIND ANEF DR &2 51Ul I 2{T#HADEm(CRIITEEDFE A

ISO/IEC JTC1/SC37 J\AAXNIIR

o EAREREIS AT LADOHRED AOFETFREIBDOEE
E={69BISO/IEC 19795-10DFAIERIE

hy

© FIDO Alliance 2023

FIDO72147>R
Biometrics Working Group

« ISO/IEC 19795-100WD%ZZ2(C
BN\ 7 A0 HE 75 A2 iR 5




7193 TEDSHS Z2&DZ{OFIBEN

PREESHNZERUEAS S A 25860

? . Qoo N\
WHY FIDO? < T R o2 \
g nE ) D) ) J Challenge
-
. FIDO
— Authenticator ..
ﬁ - Authentication
| —
SES
Require user gesture before Private key dedicated (Si se .
private key can be used to one app Ened) Resport Public key
CLUMSY | HARD TO REMEMBER | NEED TO BE CHANGED ALL THE TIME
__ e BAZONKRE B4 /X20— ROZEEERHENS b NEE
©e 99 O-HIVREE AYS1vBE
; - H Vb H
° 0o © e @ fio

[PhiS] 2SS ERBME [SOINIIAFY—] T
TFIVTLEVEFOMIZZHET

FIDO = Phishing-Resistant MFA (Multi-Factor Authentication) —

o @ foo
32 © FIDO Alliance 2023 e @ ALLIANCE




NIVFT INA AR it =(igE

« FIDOFBEE-JNAD—RLURAFREEDER(CEITT, EZERETHELRDZT-EX
j:IE'f;:I\:%'Eg:O)FIDOmUD :%*%lﬁ*& (’7|/5‘>>\7)b) @ﬁﬂfﬁ (ﬁ }:E) ((_ -_,\n_,\@b
= FIDOJIL 7> 3vI)720SI 5D RARTFL. FIDORREE(CEE I 255 E BT

ERIDZE Z 5% AL, FIDOULT > v I hem<EFTET NA RAICHBDWTWBEIICTDT7EELT,
[T ARSI WVIESHE 1 ZESIAT >N D, (ERIBERESISHEEHANTERE)

DGR 1 MA@ |
(RERDFIDOSRIEEMIER) FIDOBSAE R AR AR

[FIHA%E

TINA ROV EES#
(AT 3> HEREEE)

FEHLG L E

RTA MR=){= [ZFSTFRI-RAT—ZAADFIDODMIHCOWVT] &b (EFRR (3R55) 202243R178. ERMOBAFER 4H22H)

o o fio
33 © FIDO Alliance 2023 @ ALLIANCE




INAT=RS [)XAF—1 A

[123456\7&3}
X 3k k Xk %k Xk k X ?

a password or passwords a passkey or passkeys
(5558) (558)

34 © FIDO Alliance 2023 ___ g

AAAAAAAA



35 © FIDO Alliance 2023

X711V I RROE~RIES [)(A+—]

d ACCOUNT ‘}

AAAAAAAA



simpler
stronger
authentlcatlon

fido

ALLIANCE

Cinlg. dONESITETNFELL !

FIDO7317>A #iTitsEs - 7h—RX>){— FIDO Japan WG
KRIASANTTRIE F-J t*1U7¢ 7—F79b8 (BEDLEE tF1V714 IR—-3241E)

a2 \Y VA
ARLL FIDO754 7> Z(CH1F3Individual Contributors®i— A

s EARICTHR D ZVIEVWTER LU,

N7 & o

36 | © FIDO Alliance 2023 N 9



